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Motivation: Spectrum Sharing
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1. Wireless Innovation Forum, Passive and active spectrum sharing, tech report, 2020.
2. NOAA National Severe Storms Laboratory, https://www.nssl.noaa.gov/tools/radar/.
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Further Sharing via Software Radio Platforms
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SDR platform’s software configurability
» enables dynamic use of the spectrum temporally and geographically.

* is the key to unlocking more spectrum to satisfy the growing demand.

1. Breen et. al, POWDER: Platform for open wireless data-driven experimental research, Computer Networks, vol. 197. 2021.
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Challenge: Spectrum Violation Risks




Challenge: Spectrum Violation

2 1 1Esh& 1 () S)# 2] 1HSH& "' ($)'$)#)
B HS%& S+ = &/ +F *HS 1. SDR platforms share the spectrum
with other (licensed) wireless
. - operators, see (a).
Frequency: Frequency
) L J00L0H") 2344/ SSH# *-)356) 708" &)H$4/SSH
2. POWDER has periodically
received inquiries about interference
from the wireless operators.
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Accurate and continuous monitoring of actual spectrum use is critical to prevent
interference to other users.
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Spectrum Monitoring: Related Work

2 1 1Hsh& i ($)"$)# 2 ' HSH& ' ($)'$)H) . _ _
Ol 1"HS%& S+ R &1.+$ *HS+ I Remote monitor: infeasible
. - 0 cannot identify which signal is from the user
Frequency Frequency | Inline monitor: insufficient, see (d)
) J00L04") 2 34/ S S *-)356)70#8 (" &)H$I/S$H
Ottt 4 0 cannot separate the user’s signal from the ones
ffe )..2, gy O rasops(re,-96+) from the environment (incident signal)
e U 0s#10.2
i \ | | | Software-based monitoring: insufficient
"o . - - bo- 0 cannot monitor the exact analog signal due to
Frequency nonlinearities in the RF hardware
2= - (O H/+ESA/ % ) O ($4C) H#X IO N T (&

This work proposes FDMonitor , a full-duplex RF-based monitor for both user
monitoring and environment monitoring
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The Proposed System: FDMonitor




The Proposed FDMonitor System
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The Proposed FDMonitor System
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Advantages:

I No need of transmitted or incident signal priors.

I It estimates the system on the fly without calibration.

I Robust across signal type, carrier frequency, bandwidth and transmit power
I Enable full -duplex monitoring of the transmitted and the incident signals.
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FDMonitor: Hardware Design
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Hardware: custom 6GHz wideband bidirectional system

I 1, "I.: transmitted/incident signals. #, "#. . directional coupler outputs.

! Issue : imperfect matching of radio frequency (RF) subsystems over the wide bandwidth.

I Result : #,"#. are directionally mixed signals of ! ,"! ..
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FDMonitor: Source Separation

)) ORQLWRU 6WDQGDUG 61

ORQLWRU 6'5 %LEGIFWLRQDO 7
&RXSOHU_ $QWHQQD

) ( ([SHULPHQWDO ¢
— & ©
— &
Frequency-domain Blind Source Separation (BSS) Modeling

FDMonitor models the separation problem as frequency-domain BSS:
" # %&

where ' | 5 (is the frequency-domain components via DFT,! " [' ¢)' ol(,$ " [*¢)*sl(,and &+ ,- ./)01) 23
0 is the number of samples.

Goal: Estimation of # and $.

Solution : (1) Complex-valued Independent Component Analysis (ICA)

(2) Scaling and permutation alignment of $ estimate
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Deployment and Evaluation




Real-world Deployment of FDMonitor

FDMonitor has been deployed on POWDER for 24/7 monitoring of 19 shared SDR platforms
for 3 years.

T Experiments-  Storage~ Docs-  wicqmz -

to auie. Transmitter: CW signal at 3572 MHz

Incident source: OFDM signal at 3573MHz ‘ ! ’

Froquency (Hz)

I e

I Transmitted CW signal

\
Ty

Incident OFDM signal || "}

................

An example of FDMonitor’s closed-loop workflow

1. J.Wang, et al., “A Compliance Monitoring System for Open SDR Platforms,” ACM Conference on SenSys, 2021.
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Real-world Deployment of FDMonitor

1. Users: terminal
access to two SDR

lemulab2

wjcamz@b210-law73-nuc2: ~ (ssh)
= UHD Signal Generator
. Transmitter: CW signal at 3572 MHz UHD Version: 4.0.0.0-2ubuntulemulab2
5GEN] Press Er o
platforms M”H | Using USRP configuration:
[l UHD-SIGGEN] Motherboard: B210 (3173736)
B [ UHD-SIGGEN] Daughterboard: FE-TX2
S UHD-SIGGEN]  Subdev: A:A A:B
Incident source: OFDM signal at 3573MHz ‘ Antenna: TX/RX : .
.. Transmitter: CW signal at 3572 MHz
Press Enter to quit:
Incident source: OFDM signal at 3573MHz
5/14/24
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Real-world Deployment of FDMonitor

1. Users: terminal
access to two SDR

Radio Monitoring Graph for Law73 nuc2:rf0  09/29/2021 10:42:52 PM

, Prev Month: 545 (30 day rank: 217 of 634 users)
Radio Monitoring Graph for Law73 nuc2:rf0  09/29/2021 10:42:52 PM SON | Doveioad) | MorsiOice Grophe
8,
3
=
|
F mqu‘n‘n’:‘,y (MH2)
ol R A poveny At A WAV LA A AW AWV
d : o 5 4500 !
Transmitted CW signal
g
.
H
o

Incident OFDM signal

2. FDMonitor : PSD
graph webpage for
separated signals.

5/14/24
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Real-world Deployment of FDMonitor

1. Users: terminal
access to two SDR
platforms.

3. FDMonitor : Real-
time violation alerts
via email .

[UHD 5GEN] UH

[UHD-SIGGEN] UF .0.¢ ntulemulab2
[UHD-SIGGEN] Using U

[UHD-SIGGEN]

[UHD-SIGGEN]

[UHD-SIGGEN]

[UHD-SIGGEN] / na: TX/RX

Transmitter: CW signal at 3572 MHz

[UHD-SIGGEN] nter to quit:

Incident source: OFDM si at 3573MH

Newoutook @ <

[ New Message

[T POWDERFELAW?3: Transmit frequency/power
violations on nuc2
testbed-ops@law73.powder
All Accounts Wy - co
testbed-ops@law73.po.
POWDERFELAW.

aradio in your
o hat shold. These may be o
direct result of signals you are transmitting, including

* Signal extending beyond the low or high ends of your experiment's
allocated/declared spectrum,

* Spurious emissions Introduced In the analog transmission path
(harmonics, inter-modulation products, etc.)

* Intentional o accidental transmission in spectrum you do not have
allocated.

Other things outside of your control that may trigger the monitor include:

* Errant detection
* Third-party signals

As we are ‘our monitoring system, we wil not automatically
halt your
them to a ¥
doing. Emal s reless.net f you are unsure of how to
proceed, or if you think this d

nd reconfigure

o,
Umits;

3570 MHZ -> 3580 MHZ, max power 100 dB
Violations:

3660.892 MHZ at -108.936 dB

3660.952 MHZ at -85.155 dB

3661.012 MHZ at -81.398 6B

3661.072 MHZ at -89.897 o8

(oAl WNpkl: Transmit frequency/power violations on nuc2

testbed-ops@law73.powderwireless.... v

T

To: Geni User wjcgmz0; Cc: powder-rimon@flux.utah.edu

Transmit violations on nuc2@law73.powderwireless.net!

Our monitoring has detected transmissions from a radio in your
experiment that are above our 'noise floor' threshold. These may be a
direct result of signals you are transmitting, including:

* Signal extending beyond the low or high ends of your experiment's
allocated/declared spectrum.

* Spurious emissions introduced in the analog transmission path
(harmonics, inter-modulation products, etc.)

* Intentional or accidental transmission in spectrum you do not have
allocated.

Other things outside of your control that may trigger the monitor include:

* Errant detection
* Third-party signals

As we are still tuning our monitoring system, we will not automatically
halt your transmissions. Please stop your transmitters and reconfigure
them to avoid the violations if they appear related to what you are
doing. Email support@powderwireless.net if you are unsure of how to
proceed, or if you think this detection is in error.

rf0:
Limits:

3570 MHZ -> 3580 MHZ, max power 100 dB
Violations:

3660.892 MHZ at -108.837 dB

3660.952 MHZ at-85.122 dB

3661.012 MHZ at-81.369 dB

3661.072 MHZ at -89.879 dB

Monitor Graph:
https://www.powderwireless.net/frequency-graph.php?

2. FDMonitor : PSD
graph webpage for
separated signals.

FDMonitor has been deployed as a closed-loop solution on POWDER for continuous

monitoring of 19 shared SDR platforms for 3 years.

5/14/24
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Evaluation: Two Measure to Two Know
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Experiments have shown that FDMonitor can separate and identify transmitted vs. incident signals of
different modulations, center frequencies and bandwidths, and relative power levels.
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[ % *] . .
Evaluation: More Source Separation Tests

Transmitter Incident Source
Signal Types OFDM/CW/BPSK BPSK/OFDM/CW
RX Center Frequency 2.4/5.8/3.5GHz Band 2.4/5.8/3.5GHz Band
Signal BW (MHz) 1-10 4
Transmit Gain (dB) 10-80 45

Extensive experiments to verify that FDMonitor can robustly separate and identify signals of

different RF configurations.

5/14/24
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Evaluation: Mixing System vs. Precipitation

Mixing matrix magnitude over 105 hours with precipitation data
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Evaluation: Mixing System vs. Precipitation

Mixing matrix magnitude over 105 hours with precipitation data
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I The magnitude of $., and $,+ decreases when rain starts and later goes back to the same preain level.

I ~1 dB magnitude decreasemeansthat 26 % less of the mixed signal isused for separation.
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Evaluation: Mixing System vs. Precipitation

Mixing matrix magnitude over 105 hours with precipitation data
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FDMonitor estimates the mixing system on the fly and therefore is adaptive to weather changes.
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System-wide 27-Month Evaluation

FDMonitor alert accuracy during continuous monitoring of 19 shared SDR platforms for 27 months.

Type False positives: 45 emails True positives: 944 emails
Rate False discovery rate (FDR): 4.6% Positive predictive value (PPV): 95.4%
Cause Bug: Spectrum Perml'ltat.ion No spectrurp decl.aration/ High gain ipduced S'ignal Intefmod}llation Syst'em
declaration lost ambiguity TX-declaration mismatch harmonics spillover distortions testing
Rate 62.2% 37.8% 58.2% 23.0% 0.8% 13.1% 4.9%
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System-wide 27-Month Evaluation

FDMonitor alert accuracy during continuous monitoring of 19 shared SDR platforms for 27 months.

Type False positives: 45 emails True positives: 944 emails

Rate False discovery rate (FDR): 4.6% Positive predictive value (PPV): 95.4%

Cause Bug: Spectrum Perml'ltat.ion No spectrun} decl.aration/ High gain ipduced S'ignal Intefmod}llation Syst'em
declaration lost ambiguity TX-declaration mismatch harmonics spillover distortions testing

Rate 62.2% 37.8% 58.2% 23.0% 0.8% 13.1% 4.9%

Main Takeaway:

I FDMonitor shows high alert accuracy for spectrum monitoring.
I FDMonitor is robust across a variety of users, their signals, andhe varying weather.
I FDMonitor ran ~1.9 million times in the 27 months. 45 false discoveries in this period correspond to a false

alarm rate of approximately 2 %10-5.
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Adversarial Behavior and Countermeasure

Monitoring channel
(limited by the monitoring SDR)

1 ----------- »  Sequential scan
Attack model: : : : : : : """" bA mahc1o;lls uselr can hopd
— -7~ " etween ¢ annels to avol
YT detection.

One monitoring cycle: 100-6000 MHz
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[ % x| ° °
Adversarial Behavior and Countermeasure

Monitoring channel
(limited by the monitoring SDR)

1 ----------- »  Sequential scan
Attack model: : : : : : : """" Malicious users can hop
NG --5---  between chanr.lels to avoid
YT detection.
One monitoring cycle: 100-6000 MHz
Monitoring channel Next channel
. Tmmmmm 1 r - Randomize the scanning
Countermeasure: d
NG --5--- order
\/

One monitoring cycle: 100-6000 MHz
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[ % x|
Countermeasure Performance

Monitoring channel Next channel
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The probability of detecting violation, P, , in the first cycle for
N. =214 (deployed FDMonitor) is 65.18%.
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Summary

I Introduce the spectrum violation risks of SDR wireless testbeds and the need of shared SDR platform monitoring.

| Propose FDMonitor as a systems solution that separates mixed source signals, sends spectrum violation alerts, and

automatically turns off the transmitters as necessary.

| Implement FDMonitor and deploy it on 19 shared SDR platforms available to researchers on POWDER.

| Evaluate FDMonitor’s separation performance thoroughly over ranges of four RF parameters: modulation type, carrier

frequency, bandwidth, and transmit power.

| FDMonitor has been running continuously on POWDER since 2021. It achieves a 95% positive predictive value of all

reported violations over 27 months of operation.
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