
IEEE TRANSACTIONS ON COGNITIVE COMMUNICATIONS AND NETWORKING, VOL. 11, NO. 3, MAY 2025 1

Building Radio Dynamic Zones with OPENZMS
David Johnson∗, Dustin Maas∗, Serhat Tadik†, Alex Orange∗, Leigh Stoller∗, Kirk Webb∗,

M Basit Iqbal Awan∗, Jacob Bills∗, Miguel Gomez‡, Aarushi Sarbhai∗,
Greg Durgin†, Sneha Kasera∗, Neal Patwari∗‡, David Schurig‡, Jacobus Van der Merwe∗

∗Kahlert School of Computing, University of Utah
†School of Electrical and Computer Engineering, Georgia Institute of Technology

‡Electrical and Computer Engineering, University of Utah

Abstract—Radio Dynamic Zones (RDZs) are being explored by
the research community as an approach to safely test and evaluate
spectrum sharing mechanisms and technologies. There is general
consensus in the research community regarding the conceptual
architecture of an RDZ. In this paper, we present our work on
the POWDER-RDZ, a prototype RDZ developed and built on the
POWDER platform. We present a practical RDZ architecture and
explore a number of end-to-end use-cases. We present the design
and implementation of OPENZMS, our prototype RDZ Zone
Management System, and evaluate it in the POWDER platform.

Index Terms—Radio Dynamic Zone, Zone Management Sys-
tem, spectrum sharing, spectrum management

I. INTRODUCTION

INTEREST in wireless applications continues to grow un-
abated, and with it continued demand for spectrum. Spec-

trum is, however, a finite resource and it is widely accepted that
spectrum sharing will be the only viable approach to address
this supply-demand mismatch [2]. Spectrum sharing is not a
panacea, however, and incumbent spectrum users are rightly
deeply concerned about the possible impact of spectrum
sharing approaches on their respective wireless applications.

A concept being pursued by the research community to ex-
plore, and hopefully allay, these concerns is a Radio Dynamic
Zone (RDZ). In essence, an RDZ is a “spatial volume” at a
particular geographic location where wireless experimentation,
and spectrum sharing approaches in particular, can be per-
formed in a controlled way and specifically in such a manner
that the potential impact on incumbent spectrum users can be
reasoned about and monitored so as to understand and reduce
the associated impact and risk. RDZs will be equipped with
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the necessary tools, mechanisms, equipment and processes to
realize such safe exploration.

By necessity the realization of an RDZ is quite complex,
involving regulatory and technical challenges, as well as buy-
in from incumbents and other stakeholders. The research com-
munity is actively investigating these challenges, examining
solutions, and exploring spectrum sharing use-cases that might
be enabled by RDZs [3]–[9]. There is general consensus in
the research community regarding the conceptual architecture
of an RDZ [10]. In this paper, we present our work on the
POWDER-RDZ, a prototype RDZ developed and built on the
POWDER platform [11]. We make the following contributions:

A practical end-to-end RDZ architecture: Our first contri-
bution is to flesh out the conceptual RDZ architecture into a
concrete RDZ design and architecture capable of supporting
and experimenting with end-to-end RDZ workflows. A Zone
Management System (ZMS) (called a Zone Management En-
gine in [10]) is at the center of an RDZ. We formalize the
other key role players in an RDZ, i.e., Spectrum Providers,
Spectrum Monitors and Spectrum Consumers, and develop a
Zone Abstraction Layer (ZeAL) to enable these role players to
interact with the ZMS via well-defined interfaces.

End-to-end RDZ use cases: We explore the generality of
our RDZ architecture by considering the end-to-end workflows
associated with a number of different RDZ use-cases. First, we
consider using the ZMS to provide general spectrum aware-
ness and spectrum management in an RDZ: i.e., monitoring
incumbent spectrum use and making spectrum allocation/use
decisions for experimental transmission systems to ensure
safe operation in the RDZ. Second, we examine explicit
spectrum sharing in the RDZ with an incumbent mobile
wireless provider: e.g., a provider who might temporarily,
and for short time-scales, grant use of a part of its spectrum
to the RDZ. Finally, we consider spectrum sharing with a
sensitive spectrum user: e.g., a weather radar system, or a
radio telescope installation used in astronomy exploration.

A federated RDZ architecture: We expand upon the core
RDZ architecture and propose a federated zone management
approach, and map it to our end-to-end use cases. Our ap-
proach is motivated by the need to support both hierarchies
of spectrum allocation and peer-to-peer zone coexistence and
interference mitigation, and we argue that federated capa-
bilities are critical to the success of the RDZ and ZMS
concepts. We develop an extended form of POWDER-RDZ,
called RDZ-in-RDZ, that serves both as an early example of
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federated capabilities, as well as a real over-the-air, on-demand
environment for prototyping new RDZ capabilities.

An open-source, end-to-end ZMS: The key enabler of our
work is OPENZMS, the Open Zone Management System,
an open-source prototype implementation with the necessary
features to operate a real radio dynamic zone. OPENZMS
is built with a containerized, cloud native approach, where
ZMS core functions are realized as loosely-coupled services
with well-defined APIs. This design enables a broad range of
deployment options, and, critically, enables flexibility in core
function implementation. For example, spectrum intelligence
and decision making in OPENZMS is realized as a digital
spectrum twin (DST) [6], [7]. OPENZMS is a standalone
software system that can be deployed to manage any RDZ;
POWDER integrates with OPENZMS over the ZeAL interface
to form POWDER-RDZ.

Prototype RDZ implementation and evaluation: Using
OPENZMS, we created POWDER-RDZ, a functional real-
ization of our RDZ architecture, and its evaluation in the
POWDER platform. Specifically, we integrate OPENZMS with
the POWDER platform and leverage its capabilities to facilitate
examples of the RDZ role players (spectrum provider, monitor
and consumer). Through OPENZMS, we use two RF propaga-
tion analysis tools in POWDER-RDZ: an open source version
which builds on the TIREM RF propagation model [8], as well
as a commercial RF propagation engine which implements
several RF propagation models.

Open source ZMS and end-to-end artifacts: To the best of
our knowledge, POWDER-RDZ is the first practical end-to-end
realization of an RDZ. Our overall objective is for this work to
inform and be used by the community to explore RDZ con-
cepts and experiment with spectrum sharing methodologies.
To that end, OPENZMS has been released as open source
software [12] to the community. OPENZMS has been deployed
and expanded for use at the Hat Creek Radio Observatory [13],
[14]. We will release our POWDER-RDZ end-to-end use cases
as ready-to-run profiles on the POWDER platform to enable
others to replicate and build on our work.

II. ARCHITECTURES FOR RADIO DYNAMIC ZONES
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Fig. 1. RDZ architecture.

Based on experience and lessons learned while operating
the POWDER platform [11], an outdoor over-the-air wireless
testbed and spectrum research facility, and drawing on a set of
spectrum-sharing use cases, we propose a new architecture for
building and operating radio dynamic zones. This architecture
is depicted in Figure 1. The goal of creating a fully automated
RDZ is a daunting task: real-time, autonomous services must
predict radio operational parameters and enforce spectrum
constraints for safe coexistence amongst multiple parties;
analyze monitoring reports from a wide variety of RF sensors
and mitigate interference; support a wide variety of operational
modes informed by spectrum policy; and generalize to manage
any band of spectrum delegated by a regulatory body and
adapt dynamically to policy changes over time. Based on our
use case exploration, we chose to create a new architecture
and implementation that is extensible to current and future
RDZ uses—but that also can model and integrate with existing
spectrum-sharing systems such as CBRS.

At a high level, the architecture consists of a zone man-
agement system (ZMS) that ensures safe, dynamic spectrum
coexistence for a number of spectrum-consuming organiza-
tions (zone participants) whose spectrum use overlaps in
time, space, and frequency. In our architecture, the ZMS
provides a set of logical interfaces to zone participants. These
interfaces allow delegation of spectrum to the ZMS to manage;
the dynamic consumption of spectrum inside the zone; and
reporting of a variety of RF observations and metrics to assure
safe coexistence. We examine these interfaces in more detail
below.

The most critical aspect for an RDZ is to have access
to spectrum that can be used for testing and/or spectrum
sharing. The various ways spectrum access might be realized
is captured by the Spectrum Provider role. As shown at the
top of Figure 1, the most basic way an RDZ might obtain
access to spectrum is through a licensing process via regu-
latory agencies, e.g., the FCC and/or NTIA. This might, for
example, take the form of special temporary authority (STA),
a program experimental license (PEL), or an innovation zone
(IZ) designation. Another type of Spectrum Provider involves
an incumbent spectrum “owner” (or lessee) who collaborates
with the RDZ to enable use/sharing with their spectrum. (Note
that in these cases there is active spectrum sharing between the
Spectrum Provider and the RDZ which is managed/controlled
by the RDZ’s Zone Management System.) Figure 1 shows two
examples of this type of Spectrum Provider. First, a mobile
carrier, who, for example during periods of low demand,
might temporarily allow use of specific spectrum bands in
the RDZ, while retaining the right to dynamically revoke
such permission whenever their demand increases. Second,
a sensitive spectrum user, such as a radio telescope array,
coordinates its spectrum use schedule with the RDZ, thus
enabling spectrum sharing in its allocated band; but retaining
the right to revoke that permission if an astronomy event
changes its planned operation.

Of course, the reason to have an RDZ is to enable test-
ing of radio transmission systems and/or spectrum sharing
approaches. As shown in Figure 1, this is captured by the
Spectrum Consumer role. We anticipate many realizations of
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this role, spanning active and passive spectrum use cases. For
example, a standalone experimental/test radio system might
be temporarily brought into an RDZ and the capabilities of its
radio transmission system would be (manually) shared with the
zone operator to determine a space/volume in which it might
safely operate. At the other extreme, the RDZ might have other
experimental resources, e.g., other radio systems and antennas,
compute and networking capabilities, power and mount points,
which could be combined with experimental/test systems.

For general spectrum awareness, and to ensure “safe” oper-
ation of the RDZ, a robust Spectrum Monitoring capability is
needed [4]. We again anticipate a variety of Spectrum Monitor
realizations in a practical RDZ. Examples include sensors
distributed in and around the RDZ that implement location
tracking of test radios [3], inline radio monitoring capabilities
that are deployed with radio test equipment [15], aerial spec-
trum sensors for 3-D spectrum awareness [16], or low-cost,
ubiquitous RFID tags for spatially-dense sensing [17].

As shown in Figure 1, the final role is that of the Zone
Management System (or, more specifically in our realization,
the OPENZMS). The ZMS orchestrates and controls the other
role players to realize the RDZ. The role of the ZMS is
explored in more detail below by considering a number of
example end-to-end use-cases.

A. End-to-end Use-cases
Program experimental license (PEL): Perhaps the most

basic RDZ use-case involves the use of spectrum associated
with a program experimental license or innovation zone des-
ignation. I.e., the RDZ is allowed to use the spectrum range
for testing, but should ensure that it does not interfere with
incumbent spectrum users and does not cause interference
outside the zone. With reference to Figure 1 (steps #1-8):
(1) At startup, the ZMS is initialized with information about
the RDZ, and specifically with any information about PEL
spectrum ranges in which the RDZ might operate. (2) The
ZMS requests Spectrum Monitor(s) to perform monitoring of
the associated spectrum ranges to provide spectrum intelli-
gence for subsequent RDZ operations. (3) Assume that an
experimental 5G system in the RDZ requests spectrum to
perform a test. The request might take the form of XX MHz
in the range YY-ZZ MHz, i.e., to match the capabilities of
the 5G system. (4) Using the information provided in the
Spectrum Consumer request, the ZMS consults with the DST
to determine if the request can be satisfied. In our example the
outcome of that query, using data provided by the monitoring
system, will be that the request can be satisfied in a specific
sub-range of the PEL spectrum. (5) The ZMS will also use
the DST to ensure that the 5G system, operating at the power
levels indicated in the request, will not cause interference
outside of the RDZ. (6) The ZMS then informs the Spectrum
Consumer to proceed with testing of the experimental 5G
system. (7) Should the Spectrum Monitor report a violation by
the 5G system (e.g., transmitting outside the allocated range,
or transmitting at a power level that would cause interference
outside the RDZ), (8) the ZMS will instruct the Spectrum
Consumer to take measures to immediately cease 5G test
transmissions.

Fig. 2. Example of cells being “idled” resulting in the band in question
effectively being unused at the measurement location.

Cooperating mobile carrier: The second use-case depicted
in Figure 1 involves spectrum provided by a cooperating
mobile carrier. We assume that this spectrum is not a long
term sub-lease, but a band that can only be used by the RDZ
when not in use by the carrier (i.e., when the carrier explicitly
informs the RDZ that the spectrum is not in use). As suggested
earlier, this might occur when a provider temporarily idles base
stations during periods of low demand to reduce energy usage.
Figure 2 shows an example of this behavior in the POWDER
area. The figure shows RSRP values reported by a COTS UE
in POWDER that are associated with different cells reachable
by the UE. The data points at the top are associated with
cells operating in bands that are not subject to idling (cells in
other bands), while the other data points are all associated with
different cells in the band that are subject to being idled (cells
associated with “sleeping” band). The effect of this behavior
is that there is a period of approximately three hours where
the “sleeping band” will effectively be unused in the area.1

For our use-case we assume that the cooperating provider will
inform the RDZ when this happens, thus allowing the RDZ to
make use of the unused spectrum.2

The end-to-end flow associated with this use is depicted
in Figure 1 (steps #a-h) and proceeds in a similar manner
as the PEL use-case: (a) An experimental 5G system in the
RDZ requests spectrum to perform a test, and communicates
its requirements to the ZMS. (b) As before, the ZMS consults
with the DST to determine if the request can be satisfied.
In our example the outcome of that query will be that the
request can be satisfied, but only when the spectrum is not in
use by the carrier. Assume that at the time the ZMS receives
this Spectrum Consumer request, the carrier is still using its
spectrum. (c) The ZMS notes the outcome of this decision
and schedules the Spectrum Consumer request to be satisfied
once the spectrum becomes available. (d) At some later time
the carrier informs the ZMS that the spectrum range is not in
use. The ZMS realizes that the Spectrum Consumer request
can be satisfied and, as before, (e) makes a request to perform

1I.e., at these low RSRP values (e.g., less than -100 dBm in our example),
UEs will switch to using cells with better RSRP values associated with the
other bands.

2As can be expected and confirmed by our example measurements in
Figure 2, these sleeping periods would typically happen during off-peak hours.
(In Figure 2 from 4am to 7am local time.) Note that, while likely not generally
useful, for an RDZ, access to spectrum for testing will be highly useful even
when such access occurs during the night.
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monitoring to detect violations, (f) and informs the Spectrum
Consumer to proceed with testing of the experimental 5G
system. (g) We assume that the carrier anticipates starting
to operate in the band again and communicates that to the
ZMS. (h) At this point the ZMS system informs the Spectrum
Consumer to cease use of the carrier’s spectrum band.

2705 2760 2825 2855

KMTX
WSR-88D

SLC
ASR-9 Buffer Unused

Fig. 3. Radar occupancy in POWDER area (2.74-2.88 GHz).

Cooperating weather radar system: Sharing with weather
radar systems presents a use-case that is conceptually similar
to the carrier sharing use-case, but from technical, safety
and regulatory perspectives provides unique challenges. For
example, consider sharing with weather radar systems using
the 2.7-2.9 GHz range. This band is used by NOAA’s Next
Generation Weather Radar (NEXRAD) systems, as well as air-
port surveillance radar systems (ASR-9), which is used by the
FAA to monitor civilian and commercial air traffic [18]. These
are safety-of-life systems that are always operational [18], and
indeed have been subject to interference from licensed radio
communications systems operating above the radar band [19].
Nonetheless, assuming safe sharing mechanisms can be re-
alized, this does present a spectrum sharing opportunity. For
example, Figure 3 shows a spectrogram of the 2.74-2.88 GHz
range in the vicinity of the POWDER platform, as well as
the primary/secondary operating frequencies associated with
the two radar systems operating in our area. The spectrogram
shows the NEXRAD system operating at 2.76GHz and the
ASR-9 at 2.855GHz.3 As suggested by the occupancy repre-
sentation at the bottom of the figure, and assuming a 10MHz
buffer area around the radar operating ranges, a significant
portion of the band (in this case) is effectively unused. (This
may not be true in other geographic areas with additional
operational radar systems.) Further, a notification system,

3The wider signals associated with the ASR-9 system is the result of
clipping in our collection system.

interacting with the ZMS, where the secondary operating range
of the radar system is shared when the primary is in use (and
vice versa), will offer additional sharing opportunities.4

Cooperating radio telescope: Our final example use-case
involves a cooperating sensitive passive spectrum user such as
a radio telescope array. In this case, the radio telescope would
provide the ZMS the location of antennas, the spectrum it
uses, sensitivity levels, and more. Further, the radio telescope
would communicate its anticipated spectrum use (receive)
schedule, and the RDZ would be allowed to schedule use of
that spectrum in the resulting time-and-frequency gaps. The
radio telescope might, however, dynamically preempt use of its
spectrum to explore an emerging astronomical event. This use
case maps to a similar set of flows between RDZ components
as described above. However, because of the sensitivity of the
instrument, both the analysis being performed by the ZMS
(and its DST), and the sensitivity of monitors deployed to
detect violations may differ.

B. Federated Zone Management

We anticipate that federation will be a key enabler of
successful radio dynamic zones. The zone management system
interfaces we have described extend naturally to supporting
hierarchies of flexible spectrum management as well as peer-
to-peer inter-zone coexistence. Hierarchies of spectrum alloca-
tion, in which trusted root and intermediate zone management
systems delegate spectrum authority and usage policy to lower-
level zones, enable dynamic spectrum allocation while provid-
ing the policy and mechanism to ensure safe coexistence. Root
and intermediate zones may also allocate spectrum to con-
sumers within their zones directly via the consumer interface,
but should delegate these allocations insofar as possible to leaf
zones, to reap the scalability benefits of hierarchy. Moreover,
direct allocation of spectrum to consumers is best left to leaf
zones, which can leverage detailed, locale-aware propagation
simulations to predict use and mitigate conflicts in accordance
with delegated spectrum policy. Leaf and intermediate zones
can provide higher-level zone management systems with vis-
ibility into interference and usage or occupancy via summary
reports, as useful or required. Zone peers—whether by time,
space, or frequency or interference constraint—may federate
via common roots of spectrum authority, and collaborate to
manage coexistence at boundaries by analyzing and resolving
interference.

Figure 4 shows an example of federated zones in our
architecture. Each zone is given spectrum authority over sets
of 〈time, space, frequency〉 domains. Our concept of a zone is
flexible across these domains: a zone may span an entire coun-
try in space, but narrowly scoped to a single hypothetical, new
dynamic access band; a specific geographic locale with special
spectrum authority (e.g., the Green Bank Observatory in the
National Radio Quiet Zone [21]); or perhaps the union of a
set of radio dynamic zones, each spanning different geographic
locales, but with identical spectrum access privileges for select
bands. The root zone is a top-level spectrum authority granted

4More invasive in-band sharing with radar systems has been proposed [20],
but it is unclear whether that could be done in practice.



IEEE TRANSACTIONS ON COGNITIVE COMMUNICATIONS AND NETWORKING, VOL. 11, NO. 3, MAY 2025 5

Ro
ot

 Z
on

e

RDZ RDZ

1

2

5

4

3a
3b

3b
3a

6

6

Fig. 4. Federated zone architecture.

by a government spectrum management body (e.g., the US
FCC or NTIA). The root zone acts like a certificate authority in
a public key infrastructure, and delegates spectrum authority to
lower-level zones by signing credentials containing spectrum
privileges, policy, interference constraints, reporting require-
ments, and so on. Intermediate zones may further delegate
spectrum to leaf zones as allowed by policy, and leaf zones
allocate spectrum to operational radios, allowing each radio’s
spectrum privileges to be verified.

Specifically, with reference to Figure 4, in Step #1, regu-
latory agencies would create 〈time, space, frequency, policy,
constraints〉 spectrum objects via the Spectrum Provider inter-
face that a zone management system could further delegate. In
Step #2, these allocations are communicated to intermediate
or leaf zones, either through requests from lower-level zones
via the ZMS’s dynamic grant protocol, or by manual grant
allocation; the recipient zone stores these grants as spectrum
objects of its own for further delegation. In Steps #3a and
#3b, the leaf zone internally allocates spectrum grants via
the Spectrum Consumer interface, and monitors usage for
compliance via the Spectrum Monitor interface, as described
earlier. Finally, in Steps #4 and #5, peer zones may exchange
monitoring and occupancy reports, and adjust spectrum usage
to mitigate interference.

Peer radio dynamic zones are those whose spectrum au-
thority may overlap in 〈time, space, frequency, constraints〉:
these “adjacent” zones must not interfere with each other
according to policy, priority, and interference limits. If inter-
ference occurs, the peers may exchange monitoring reports to
ensure that each is operating within its spectrum authority.
Peer zones may discover each other in two ways. First,
zones may be informed of adjacent peers via the delegations
of spectrum authority they receive from higher-level zone
management systems. Second, zones may observe unknown,
adjacent peers via monitoring, and query the higher-level zone
(from which their associated spectrum authority originated) to
discover matching, authorized peers. We anticipate that peer
zones will coordinate overlapping spectrum use by exchanging

IEEE Spectrum Consumption Models [22] that summarize
zone-wide spectrum use. SCMs model details of per-radio
transmission and propagation and sensitivity and reception,
may be aggregated to describe an entire zone’s use in a
specific area of overlap, and therefore offer a mechanism
through which peer zones may assess and mitigate inter-zone
interference. Each zone may independently predict its usage
and refine its own prediction models based on monitoring
data, and exchange this information via standardized models
that, for instance, do not require each zone to run the same
propagation simulations, schedule intra-zone use using the
same algorithms, or identically resolve intra-zone interference.

Weather radar. The cooperating weather radar system spec-
trum sharing use case described earlier may be modeled as two
peer radio dynamic zones, as shown in Figure 5a. (Although a
non-cooperative version of this use case may also be modeled
by describing the weather radar as an incumbent within a
single radio dynamic zone, this results in a less-dynamic,
coarse-grained version of sharing; and does not properly
represent the certified spectrum authority of either participant.)
In this example, the radar’s zone fully subsumes another
zone hosting experimental radio devices, due the potential
for even small amounts of radiated power in its coverage
area to interfere with the radar. In Step #1, both root zones
(in this figure, for instance, the left-hand root zone could be
NTIA, whereas the right-hand root zone might be FCC) are
configured with spectrum allocation and policy. In Step #2,
subsets of this spectrum are delegated to both an intermediate
zone (in the POWDER-RDZ PEL use case, this might be
NSF) and directly to the weather radar zone. In Step #3, the
intermediate zone further delegates a subset of its authority
to the radio dynamic zone (in this use case, POWDER-RDZ).
In Step #4, the zone peers exchange information to ensure
that the radar experiences no interference from the RDZ. In
Steps #5a and #5b, each zone operates normally, consuming
spectrum, and possibly monitoring for interference. In Step
#6, the peer zones might exchange monitoring information to
resolve any unexpected interference.

Commercial carrier. The commercial carrier spectrum shar-
ing use case described earlier may be modeled as two peer
radio dynamic zones, as shown in Figure 5b. This use case
strongly resembles the federated weather radar use case, and
most steps are identical in flow and function. In Step #1, the
carrier obtains spectrum authority from the FCC, not NTIA.
However, the key difference is that the two leaf zones do not
overlap. This reflects the case where the zones may potentially
interfere with one another in the absence of coordination: their
allocations are intended to coexist, enabling same-time, same-
frequency coexistence; whereas in the weather radar use case,
the RDZ is effectively operating fully within the radar’s area
of operation.

III. OPENZMS

To manage POWDER-RDZ, we are building OPENZMS,
an open-source, end-to-end zone management system. In this
section, we describe the design of the services, interfaces,
and data models that comprise OPENZMS, and provide a
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Fig. 5. Federated zone-based spectrum sharing. (a) Weather radar and RDZ. (b) Commercial carrier and RDZ.

brief description of our implementation. OPENZMS employs
a centralized spectrum management approach, where spectrum
consumers operate under explicit, dynamic delegations of
authority from OPENZMS services. This design ensures that
OPENZMS can remain in control of an RDZ: it can implement
flexible policy-based sharing while still providing protections
from harmful interference.

A. Zone Abstraction Layer (ZeAL)
The Zone Abstraction Layer (ZeAL) realizes the APIs

that implement the “logical” Provider, Consumer, and Mon-
itor interfaces presented in Section II. At a more granular
level, the ZeAL APIs provide the external, publicly-available,
“northbound” interface through which organizations and their
members participate in spectrum sharing activities within an
RDZ. We refer to a participating organization as an Element;
Elements are the unit of teaming and collaboration within
an organization. Elements provide and update OPENZMS
with the configuration of resources that they use within the
RDZ (e.g., radio transmitters and receivers), and resources
that they offer to the RDZ (e.g., spectrum, radio monitors,
infrastructure)—either through an automated Element-side ser-
vice, or via manual ZeAL API invocations or the OPENZMS
user interface, when necessary. Users are members of one or
more Elements, and may be granted one or more Roles in
a number of Elements to use spectrum or observe its use;
or to perform administrative and operational activities within
an Element, such as changing an antenna associated with
a radio. We expect that many users of RDZ spectrum will
not themselves be OPENZMS Users: instead, these Element
members may access RDZ resources through user accounts
within their organization (Element), and the Element will offer
RDZ resources to its own users, via its own abstractions, by
consuming the ZeAL APIs.

OPENZMS is designed to automate all aspects of spectrum
management in a radio dynamic zone. For Elements to most
effectively participate in dynamic spectrum sharing and ac-
cess, they will interact with OPENZMS through automated
Element-side services. To aid these services in responding
immediately to changing conditions within the radio dynamic
zone, the OPENZMS ZeAL APIs provide a filterable pub-
lish/subscribe subsystem, which sends notifications of key
events impacting an Element and its radio and spectrum
resources (e.g. interference, grant approval or revocation) and
control requests (e.g. requests to change a monitor’s configu-
ration or task list, or to shut down a radio transmitter).

B. Radio Data Models
To effectively manage an RDZ, OPENZMS defines a data

model intended to capture operating characteristics of RDZ
radios that consume and monitor spectrum. OPENZMS does
not operate these radios nor consume spectrum itself; it
captures this information to enable effective prediction (e.g.,
propagation simulation) and analysis of measurements (e.g.,
interference, model accuracy, and more).

OPENZMS models Radios as devices with one or more
RadioPorts, each of which is connected to an Antenna. Radios
model the higher-level, generic properties of a device, such as
location, description, identifiers, model, and more. RadioPorts
define additional details of operation, such as operating bands,
tx/rx modes, maximum power level, and attached Antenna
azimuth, elevation angle, and location. Antennas define the
properties of a specific model of antenna, and can be de-
scribed via simple properties like gain and beam width; or
by detailed radiation patterns (e.g., the widely-used MSI
format). Antennas are associated with RadioPorts, and this
allows OPENZMS to model the entire radio tx/rx chain during
predictive simulations and observation analysis. OPENZMS
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generically models location and area information to support
many different coordinate reference systems, although we ex-
pect primary use via WGS84 or UTM due to wide availability
of associated data sources.

C. Spectrum

To delegate spectrum to OPENZMS to manage, Elements
create Spectrum objects. Each Spectrum object consists of start
and end constraints, radio constraints (frequency start and end,
power, area of operation, maximum leakage allowed outside
areas of operation, etc), and per-Element usage policies. These
policies allow or restrict Elements from using delegated spec-
trum; assign maximum priority levels that grants can request;
require per-grant approval by the spectrum-delegating Ele-
ment; and declare usage policy, such as use-when-unoccupied.
Elements may revoke Spectrum delegations at any time, which
will result in revocation of current and future grants allocated
within the revoked Spectrum object.

D. Grants

To obtain spectrum from OPENZMS, Elements create Grant
objects, which consist of the same kinds of start, duration, and
radio constraints, and may be associated with one or more
RadioPorts. Grant requests may be under-specified across
these constraints, allowing OPENZMS to determine a “best
fit” allocation of spectrum to the Grant.

OPENZMS grants are stateful and their lifecycle is managed
by a grant controller. A newly-created grant that cannot
be synchronously approved or denied will be placed into
a scheduling state. Once scheduled, if policy dictates that
automatic approval is not possible, the Element that delegated
the spectrum must approve the grant as well as an OPENZMS
administrator, and the grant is placed into an approving state
until approvals are provided. Once an approved grant is
accepted by the grantee, it will be placed into the active
state when its start time arrives. The controller will monitor
its state until its expiration time arrives, and then pause
the grant and notify the grantee to cease use and wait for
acknowledgement. The grant controller implements the server-
side of the heartbeat protocol state machine that ensures grant
liveness, which we discuss in detail below.

Grants may be associated with two kinds of interference-
oriented constraints: static constraints that are intended to be
evaluated by the scheduler to ensure safe sharing and interfer-
ence protection; and runtime constraints that specify levels and
rates of unexpected interference that may occur while the grant
is active. A static constraint associated with a grant defines
a maximum allowable power level within an area (either a
custom area, or the area defined by the operating parameters of
the grant) caused by another grant or a third-party. A runtime
constraint declares a metric whose value may be provided
by Observations marked with Annotation values, and tracked
while the grant is active, and compared against a threshold to
see if the constraint is in violation. Runtime constraints include
typical alarm policy knobs, such as declaration of comparator
function, statistical aggregation function, and period, allowing
runtime constraint violation (alarm) state to be tracked over

time. Finally, runtime constraints include an optional criticality
field, which allows the grant requester to communicate to
OPENZMS an urgency of resolution. Violations of runtime
constraints due to OPENZMS grants are likely to result in
grant revocation or replacement (e.g. a new grant with different
operational characteristics that may ameliorate the unexpected
interference).

Grants may be assigned arbitrary priorities in conformance
with delegated spectrum policy limits, allowing OPENZMS
to support traditional primary-secondary use cases, where
the secondary user may use spectrum in absence of use by
the primary. However, this model allows implementation of
significantly more complicated scenarios with hierarchies of
priorities. If a higher-priority grant is paused, revoked, or
deleted, non-conflicting lower-priority grants that were pend-
ing may be immediately activated, until the higher-priority
grant is activated again.

E. Scheduling

Grant scheduling occurs synchronously when possible, but
may require asynchronous responses due to the potentially
large range of complex computations required to produce a
solution. The OPENZMS scheduler performs simple calen-
daring and conflict-resolution search to find available spectrum
possibilities, but then begins to query its digital spectrum twin,
e.g. to look for the best-available unoccupied spectrum, and
to ensure that the operating parameters of the grant will not
result in transmissions outside the coverage area of the grant’s
transmitting radio ports. The OPENZMS scheduler does not
yet account for all constraints that may be expressed in the
model (e.g. geospatial and static interference constraints).
An output of successful scheduling includes, for each grant
G, a “conflict set” of other grants that cannot be active
simultaneously with grant G. If a higher-priority grant G is
paused during its active period, the OPENZMS grant controller
will activate lower-priority grants in grant G’s conflict set.

F. Heartbeats

To ensure grant usage compliance, OPENZMS implements
a grant heartbeat protocol through which grantees periodically
update the operational status of their grants. These opera-
tional status updates allow OPENZMS to quickly confirm
that the grantee is properly using the grant or has ceased
use when violations occur. Heartbeats may be optionally
enforced globally or per-Grant, allowing flexibility for a mix
of use cases. Periodic heartbeats are required when a grant
is active or paused. Singleton heartbeats are required when
the grant has been approved but not yet started; or when the
grant is being revoked or replaced. Heartbeats communicate
operational status to OPENZMS and ensure both OPENZMS
and the grantee know the status of the radios operating via the
grant. If the grantee’s heartbeat messages are not successfully
received and acknowledged without error by OPENZMS, the
grantee must cease use of the grant until it can reestablish
connection to OPENZMS, and OPENZMS will have either
paused or revoked the grant in the absence of successful
heartbeat.
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G. Claims

Because radio dynamic zones may overlap with incumbent
operators whose spectrum allocations are managed by an
external spectrum management system, OPENZMS provides
a Claim abstraction to model incumbent operators and radios.
After delegating spectrum to OPENZMS to manage, spectrum
providers can create claims that take priority over conflicting
grants that the OPENZMS scheduler determines cannot co-
exist. Internally, claim operating and interference constraints
are modeled similarly to grants, which allows the OPENZMS
scheduling algorithms to analyze coexistence properties be-
tween grants and claims—so that higher-priority claims block
(pend) lower-priority grants. We expect that claims will typ-
ically be assigned higher priority than OPENZMS-scheduled
grants, but spectrum providers are free to set arbitrary priority
values for their claims and grants to implement specific use
cases, even allowing claims to take priority over each another.

H. Monitors

OPENZMS is designed to support a wide set of monitor-
ing systems, whether they produce IQ samples or processed
and reduced Observations (e.g. power-spectral density, radar
operation indications, interference). Monitoring systems may
operate in a fixed-deployment, continuously-reporting mode
and produce one kind of Observation the entire time they
are in operation; or they might be deployed on flexible
infrastructure, such software-defined radios that run different
host compute software monitoring systems at different times—
and are therefore customizable to the needs of a ZMS, which
vary over time with spectrum and grant constraints. Monitors
may be single radios, or they may aggregate data from multiple
radios into individual processed Observations (e.g., to perform
TDOA-based localization, monitoring-as-a-service, and more).
OPENZMS’s monitoring abstractions seek to accommodate
any of these monitoring systems.

Just as OPENZMS does not operate the Radios provided by
Elements, it does not operate Monitors. For simple OPENZMS
deployments, fixed, non-configurable Monitors may provide
enough data to manage spectrum—for instance, by simply
monitoring occupancy via power-spectral density sweep scans.
However, if the Monitors are part of flexible infrastructure or
a service that can run different types of monitoring tasks, or
can be reconfigured according to different common parameters
(e.g., can sweep a different frequency band, change gain),
OPENZMS may be able to more efficiently use the monitoring
system.

OPENZMS’s monitoring abstractions build upon the base
radio model abstractions. Elements define Monitors, associated
with particular RadioPorts, which provides detailed reception
characteristics to OPENZMS analysis services. Monitors re-
port Observations, which contain radio measurement data and
metadata. The OPENZMS design does not dictate specific
measurement and data formats, and accepts processed, in-
dexed, and analyzed information (e.g., occupancy data, power-
spectral density), or raw sample data (e.g., SigMF). Our
goal is to enable many kinds of analysis services within
OPENZMS via horizontally-scalable Observation processing

pipelines. Analysis services may attach additional processed
or learned information to Observations as Annotations (e.g., an
interference and risk analysis). Finally, Observations may be
grouped as Collections, which may be useful in cases where
a monitoring device cannot capture in one tuning a desired
wideband frequency range, and must combine multiple scans
at several center frequencies to implement a “sweep” of the
wideband range.

I. Deployment Scenarios

OPENZMS is designed and anticipated to manage campus
to muncipal- or regional-scale deployments. While a full
evaluation of the scaling properties of OPENZMS is beyond
the scope of this work, certain high-level deployment proper-
ties imply scaling challenges. A highly-dynamic environment
with many short-lifetime grants will add to scheduling load
and conflict analysis computations, as could a deployment
with many densely-packed operational radios. High-fidelity
interference analysis and protection will require increased
monitor vantage points, which will increase data processing
requirements. Total geographic area covered by a deployment
may significantly increase the cost of high-fidelity propa-
gation simulations, or require subdividing the covered area
into separate yet overlapping propagation simulation domains.
Analyzing these properties in depth is the subject of future
work.

J. OPENZMS components/services

OPENZMS
identity

Web UI/ZeAL

zmc

propsim-tirem

propsim-winprop
dst

GIS server
DB

planning/
analysis

RESTful
gRPC
SQL/Spatial SQL

Implemented

Partially
Implemented

alarm

Fig. 6. OPENZMS services.

The OPENZMS ZeAL API is implemented by several
services, shown in Figure 6, that provide secure, REST-
ful endpoints. All services communicate internally over a
trusted, RPC-based messaging layer, designed to facilitate
high-throughput, low-latency messaging and reactive, event-
based analysis pipelines.

1) Core services: The identity service provides the Ele-
ment, User, Role, and Token abstractions and operations. Users
can scope Tokens with subsets of their Roles to restrict the set
of authorized operations. All OPENZMS services register with
the identity service, which maintains a directory to support
service-to-service communication.

The zmc (zone management controller) service provides the
Radio, Monitor, Spectrum, Grant, and related abstractions—
it is the primary API endpoint for Elements to populate
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OPENZMS with radio device information; to provide spec-
trum for OPENZMS to manage; and for Elements to reserve
spectrum via the Grant abstraction. The zmc service currently
hosts the spectrum scheduler, which allocates Spectrum to
Grants, querying other services as required by policy (e.g.
the dst service’s occupancy data and propagation simulation
maps). The zmc service pauses, revokes, or replaces Grants
when notified by the alarm service that they are in violation
of operating constraints, or likely to be causing reported
interference.

The dst (digital spectrum twin) service provides the Ob-
servation, Collection, Annotation, and Propsim (propagation
simulation) abstractions. Conceptually, it operates as a dual-
purpose system, functioning both as a predictive engine and
a data analytics hub. This service indexes records of RF
measurements, spectrum usage, and radio device data, and
provides a predictive query interface. These queries serve
two purposes: 1) determining occupancy, such as verifying
the availability of X MHz of spectrum for radio Y at power
level Z, at a specific time T, and for a duration D; and 2)
estimating a transmission power range for radio Y at time T,
ensuring emissions remain below power P outside the RDZ.
The dst’s analysis capabilities empower it to extrapolate intelli-
gence from short-term observations to identify and understand
long-term, spatial spectrum usage trends as exemplified by
Figure 7. The dst service stores Observation data in persistent
file storage and indexes within appropriate databases (e.g.,
geospatial, relational, time-series) to support fast queries. It
can invoke propagation simulation services on-demand, but
can also simulate in expectation of future usage as new Radio
and Spectrum objects are created and updated by Elements.

The dst service acts as a client to propsim (propagation
simulation) services, which generate expected received signal
strength maps and other geospatial features for one or more
transmitters operating in a given band and power level. These
predictions are the basis to facilitate simultaneous, deconflicted
shared spectrum use. OPENZMS defines an extensible RPC-
based propsim job service, and through this interface, the
dst service can run parameterized propagation simulations to
obtain maps with received signal strength data. The dst service
caches and indexes these maps in its PostGIS database to
facilitate geographic sharing under a variety of constraints.

2) Analysis services: The alarm service analyzes and re-
sponds to unexpected interference reports that can occur due
to spatial and temporal changes not captured even with sophis-
ticated planning and a multi-dimensional DST. OpenZMS uses
monitor observations, along with historical data from the DST,
to manage spectrum access for consumers, revoking access
from probable interferers. Credible reports from interference
events and monitoring data will be used to update the DST for
future risk assessments. The primary concern for incumbents is
minimizing interference events. This is especially critical for
sensitive applications like radio astronomy that have a very
small window of acceptable interference [23]. The alarm ser-
vice provides a real-time response to unexpected interference
reports caused by other RDZ consumers. It attempts to identify
the source of unexpected interference, and if the source may be
another grantee, the alarm service will recommend corrective

actions to the zmc service, such as pausing or revoking
the suspected offending grant, or replacing it with a grant
with different operating characteristics (e.g. reduced maximum
allowed power level). The zmc service will consider these
recommendations in coordination with spectrum and grant
policies and choose a final action.

Fig. 7. Spatial spectrum occupancy: 3.41-3.46, 3.47-3.52 GHz.

The DST also provides spectrum planning services by
analyzing long term spectrum monitoring data to provide
spatial spectrum occupancy maps. These maps reveal his-
torical usage patterns and availability of specific frequency
bands at targeted locations. To illustrate this functionality, we
have analyzed spectrum monitoring data from seven different
monitors in the RDZ, spanning from June 2022 to November
2023. Our analysis involved identifying a power threshold that
distinguishes noise from spectrum usage. We then calculated
two key metrics for spectrum occupancy at all monitored
sites: the duty cycle and the average occupancy power. After
calculating these metrics, we employed spatial interpolation
techniques to estimate values for each proxel—or propagation
picture element—within the RDZ. Specifically, we used a
radial basis function interpolation for duty cycle estimations
and a Kriging interpolation for average occupancy power. We
then synthesized these spatial estimates, correlating the ratio
of the area of a square within each proxel to the proxel’s
total area with its duty cycle. Additionally, the color of these
squares visually represents the average occupancy power, with
a corresponding colorbar indicating power levels. The result
is depicted in Figure 7. Notably, our observations reveal a
significantly lower duty cycle and average occupancy power
in the 3410-3460 MHz band compared to the 3470-3520 MHz
band in the POWDER deployment area, aligning with insights
from instantaneous monitoring data and reinforcing the data’s
utility in strategic decision-making processes.

K. OPENZMS Implementation

OPENZMS is built as a set of containerized, cloud-native
services to support horizontal scalability for large analysis and
prediction workloads, and to facilitate extensibility via third-
party services. Each service that provides parts of the ZeAL
API does so over a RESTful JSON “northbound” interface,
on which OPENZMS users invoke typical CRUD operations
(Create, Read, Update, Delete) across the data model. Users
authenticate via API tokens and are authorized via role-based
access control (RBAC) (e.g., admin, operator, user, viewer).
Internally, services communicate over trusted gRPC service
APIs and event streams.




