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Abstract—We present Stoppable Secondary Use (StopSec), an
interference management protocol for spectrum sharing systems
that enables primary users (PUs) to identify and quickly halt
interference from secondary users (SUs). StopSec embeds a
lightweight signal-level watermark into SU transmissions, al-
lowing PUs to robustly recover a one-time pseudonym even
under low-SNR and time-varying channel conditions, and record
interference events in a shared database without exposing SU
identities. Each SU periodically checks this database and va-
cates the channel if their pseudonym appears, enabling precise,
privacy-preserving interference control without relying on per-
sistent identifiers or conservative exclusion zones. We introduce
a single-subcarrier watermark for OFDM-based SU links and
a coded modulation robust to practical time-varying channels.
We implement and evaluate StopSec through extensive real-
time over-the-air experiments. We validate that StopSec does
not degrade the SU data link. Interfering SUs can be stopped
in under 150 ms, even under real-world channel variations.
Even when the SU signal is 10 dB below the noise floor, and
when multiple SUs simultaneously interfere with the PU, StopSec
successfully identifies and stops interference within seconds.
These results demonstrate that StopSec provides an effective,
scalable foundation for automatic and accountable spectrum
sharing.

Index Terms—Dynamic Spectrum Sharing, Interference Miti-
gation, Signal Watermarking

I. INTRODUCTION

Highly dynamic spectrum sharing is essential to maximizing
the benefits of limited spectrum resources across diverse
users [1], [2]. Today’s sharing systems are conservatively
designed for the worst-case interference, to ensure secondary
users (SUs) never interfere with primary users (PUs), but this
results in overly large exclusion zones. For example, the con-
servative propagation model used for the Citizens Broadband
Radio Service (CBRS) band resulted in dynamic protection ar-
eas (DPAs) being about 5× larger than necessary to protect US
naval radars [2]. We see the push for conservative design from
incumbents also in the case of secondary unlicensed use of
the 6 GHz band through an Automated Frequency Coordinator
(AFC). In this case, incumbent AT&T sued [3], arguing that
despite the conservative propagation model [4], interference
“inevitably” occurs, and the lack of a mitigation mechanism
made their microwave backhaul systems vulnerable. Indeed, if

we have fast and automated reactive mitigation mechanisms to
recover from (and remove) interfering SUs, we can avoid the
pitched battle between efficient spectrum sharing and protected
incumbents, and achieve both.

However, we have yet to see a reactive interference man-
agement system able to quickly stop an SU from operating
on the band if it is the device interfering with a protected
PU, without negatively impacting the SU communication link.
Manual enforcement is too slow — it can take years to
disable rogue transmitters [5]. One existing reactive approach
is to turn off subsets of SUs until the interference is no
longer observed [6], but this can be slow, and some SUs
are turned off despite not interfering. One could identify
interfering SUs using identifying data in a SU’s packet header,
but PUs can be interfered with at power levels many dB
below that required for header demodulation. An extension
is for SUs to watermark their RF transmissions to allow
primary receivers to detect and identify the specific interfering
user [7], [8]. However, existing RF watermarking methods (1)
can degrade the secondary wireless link by 3 dB [7], (2) can
add several ms of timing jitter [8], which is not acceptable
for applications like 5G low latency, and (3) can fail in time-
varying mobile wireless channels. To date, no published work
has implemented RF watermarking over-the-air (OTA) to stop
interference in real time.

We propose, implement, and experimentally validate Stop-
pable Secondary Use (StopSec), a protocol that enables real-
time detection and stopping of the particular SU whose
transmission is interfering with a PU in a spectrum sharing
system. We assume a future standardized highly dynamic
spectrum sharing protocol followed by SUs and used by PUs
to coordinate the closed loop control. SUs in StopSec pick ran-
dom pseudonyms and watermark their transmissions. If they
interfere with a PU, even down to 10 dB below the noise floor,
the PU decodes the pseudonyms, and logs them in a shared,
time-aware database. SUs periodically query the database and
switch out of the channel if any of their pseudonyms have been
reported. Our framework supports low-overhead coordination,
minimizes false positives, and preserves SU privacy through
unlinkable pseudonym generation.



Wireless channels are time-varying, and low-rate water-
marking methods such as [9] are sensitive to changes in the
channel, and in the noise and interference levels. As we intend
to detect interference that is on the order of 10 dB below
the noise floor, even small channel changes are problematic.
We solve this by using a time-varying code in the pulse
shape of the watermark modulation that allows a receiver to
cancel channel changes and focus on the watermarked bits.
Further, the modulation is designed to make reception simple
— the watermark receiver uses energy detection, and no phase
or frequency synchronization is required. This is a critical
requirement for reliable operation when the interfering signal-
to-noise ratio (SNR) is very low.

Further, we address the problem that a watermark can
degrade an SU communication link. In StopSec, which is
designed for multicarrier modulated signals, we chose to
encode pseudonym bits in just one of the subcarriers, in
contrast to modifying the entire SU communication signal as
in [7], [8]. The impact is comparable to a pilot channel, and
is ≤ 1.5% of the bandwidth in typical OFDM systems.

We make the following contributions in this paper:
• We introduce the design for StopSec. This includes a new

watermarking scheme, Code Pulse Amplitude Modulation
(CPAM), which encodes each pseudonym bit as a struc-
tured received power pattern distributed across multiple
signal intervals. CPAM provides resilience to fading,
power fluctuations and time-varying channels. StopSec
applies CPAM to a single subcarrier of an OFDM signal,
minimizing impact on the data communication on the SU
link, and enabling stopping of multiple SUs that interfere
with the PU simultaneously.

• We implement StopSec and use it to perform extensive
real-time full system OTA evaluation on the POWDER
wireless testbed. Open source implementation code is
at [10]. StopSec is demonstrated to achieve sub-second
interference suppression, even at −10 dB SNR or with
overlapping interfering SUs.

II. SYSTEM DESIGN

A. System Overview

StopSec operates a spectrum-sharing system with three
major entities: secondary users (SUs), primary users (PUs),
and an interference-reporting database, as shown in Figure 1.

At a high level, StopSec defines an RF watermarking
method that allows PUs, if they experience interference, to
identify and notify the SUs responsible for causing the inter-
ference. The watermark is designed to remain robust under
fluctuating channel conditions, be detected reliably at very
low received power, and consume minimal bandwidth. StopSec
watermarks with one-time pseudonyms to ensure SU privacy,
as these pseudonyms are not tied to any persistent SU identity.

More specifically, we consider SUs which use an OFDM-
based communication system that shares the spectrum with
the PU but operates with lower priority. To enable StopSec,
each SU embeds a self-generated random pseudonym into
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Fig. 1. StopSec system model.

its OFDM transmissions and records the pseudonym along
with the time and channel of use. The SU then periodically
checks the database to determine whether its transmissions
have interfered with any PU. If a pseudonym in the database
matches any record of the SU, the SU will vacate the affected
channel to avoid causing interference to PUs.

For the PU, StopSec requires that when interference is
detected, the PU recovers the pseudonym embedded in the in-
terfering signal and logs an interference report in the database.
This report includes the recovered pseudonym, timestamp,
location, and channel, and serves as a notification to the
corresponding SU to take action.

The last entity, the database, stores recent interference
reports from PUs and provides the feedback loop that informs
an SU when it is causing interference. In our design, the
PU writes interference reports, while the SU performs only
read operations to obtain the information needed to adjust its
transmission parameters (e.g., switching channels).

In the following sections, we provide detailed descriptions
of how each component of StopSec is designed. We first
present the RF signal watermarking design, then describe the
pseudonym and packet-level design, and finally explain how
the pseudonym functions within the full control loop.

B. Signal Watermarking

At the signal level, there are major challenges to address.
The first challenge is that SU signals can interfere with a PU’s
normal operation even if the SU signals are below the PU’s
noise floor. We enable watermark detection at low SNR using a
low rate watermark designed for non-coherent reception. The
second challenge is fluctuating wireless channels and other
(non-watermarked) interference sources which cause time-
variation in SU signal and noise powers at the PU that make
watermark decoding difficult. We address this by using a
coded pulse amplitude modulation (CPAM) method. The third
challenge is ensuring that StopSec does not interfere with
the SU’s normal communication process. We address this by
realizing StopSec within a single subcarrier.

1) Watermark for Low SNR Detection: In practical
spectrum-sharing systems, PUs need protection from interfer-
ence that is even below its noise floor. For example, the 6
GHz AFC requires interference to remain at −6dB relative
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Fig. 2. Framework for CPAM watermarking.

to noise [3], [11]. At such low SNRs, an SU’s packet data
cannot be reliably demodulated. Further, phase and frequency
synchronization, which are prerequisites for demodulation of
phase-shift keying (PSK) and quadrature amplitude modula-
tion (QAM) methods, is difficult at low SNR. Finally, we want
the pseudonym receiver at the PU to be low complexity, to
minimize the cost for PUs.

StopSec uses amplitude modulation, and detection using the
average power of the received signal, which is referred to as
energy detection. This enables demodulation without phase
and frequency synchronization, in fact, without direct use of
IQ samples. By using a low bit rate for the watermark, we
design StopSec to be detectable at a very low SNR.

2) Coded Pulse Amplitude Modulation (CPAM): While
energy detection enables low SNR detection, it can be con-
fused by other changes in the channel. In mobile wireless
channels, both the signal (the watermark from the SU) and
the ambient level of noise and (non-watermarked) interference
changes rapidly over time. If using PAM, in which each bit
b ∈ {0, 1} is mapped to a single amplitude, channel changes
can overwhelm the constant amplitude. In contrast, CPAM
encodes each bit as a sequence of L changing (but known)
amplitudes {Ab,0, . . . , Ab,L−1}, spread across L chips within
the symbol period. Formally, to create the CPAM signal, we
construct one pseudonym symbol Qb(t) as

Qb(t) =

L−1∑
l=0

[
1−Ab,lα

]
ϕ(t− lTc), (1)

where l indexes the chip within the symbol, α is the modula-
tion index, Tc is the chip duration, and ϕ(t) denotes the chip
pulse shape (a rect function in OFDM). Since CPAM uses a
changing amplitude pattern, a receiver can separate the time-
varying fading from the code, and perform reliable detection
even at extremely low SNRs. Since all of our experiments
transmit one bit per symbol, we use the terms pseudonym bit
(or p-bit) and pseudonym symbol interchangeably in this paper.

Comparison to DS-SS: A CPAM receiver correlates the
received power over the L-chip sequence of known power
levels, {|Ab,0|2, . . . , |Ab,L−1|2}. CPAM offers substantially
improved robustness to noise and channel fluctuations in a
similar manner to direct-sequence spread spectrum (DS-SS),
but CPAM operates on the signal power, not its phase. Further,
rather than assigning unique orthogonal codes to users like DS-
SS, CPAM uses a single code for all SUs to reduce receiver
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Fig. 3. Frame structure for pseudonym packets.

complexity. We show in Section IV-D that StopSec can still
detect and stop multiple simultaneously interfering SUs.

As shown in Figure 2, the CPAM code Qb(t) modulates the
pseudonym subcarrier f(t) to produce the watermarked signal
Sb(t) via Sb(t) = Qb(t) f(t). In the next section, we examine
the case where f(t) corresponds to a single subcarrier of the
SU’s OFDM signal over the entire OFDM packet duration.
Because the watermark is low rate, a single OFDM packet
might carry only one pseudonym bit, in which case a complete
pseudonym is embedded across multiple OFDM packets. To
isolate the effect of CPAM, we also evaluate CPAM separately
from single-subcarrier watermarking, in which case f(t) rep-
resents the entire SU data packet, in Section IV-A1.

3) Single Subcarrier Watermarking: The second challenge
is to ensure that StopSec does not degrade the SU’s nor-
mal communication link performance. Existing watermarking
methods often introduce measurable penalties to the data
link, such as reduced demodulation performance or additional
timing jitter [9], [8], which may be unacceptable in cooperative
spectrum-sharing scenarios. In contrast, StopSec is designed
to impose minimal or no impact on the SU’s data channel.

To achieve this, we reserve a single OFDM subcarrier
as a dedicated watermarking subcarrier, leaving all other
subcarriers untouched. In typical multi-carrier systems such
as IEEE 802.11ax, dedicating one subcarrier (e.g., 1 out of
256) represents negligible overhead and is comparable to
existing pilot or guard-band subcarriers used for link relia-
bility. Moreover, because the watermarked subcarrier changes
slowly relative to the OFDM data symbol rate, it has low
spectral sidelobes and can naturally serve in place of a guard-
band subcarrier. For reliable low-SNR detection, we use full
modulation, i.e., α = 1 in (1), meaning the pseudonym
subcarrier is either silent or transmitted at twice the amplitude
of a data subcarrier. In our experiments, the watermark is
embedded either in the DC subcarrier or one of the guard-
band subcarriers. The study of optimal subcarrier selection for
watermarking remains an important direction for future work.

C. Pseudonym Generation and Detection

StopSec uses a frame structure for each pseudonym packet
consisting of two fields: a 7-bit preamble and a coded
pseudonym, as shown in Figure 3. The preamble is a maximal-
length sequence (m-sequence) [12], selected for its strong
autocorrelation properties. It marks the start of the frame and
enables the receiver to synchronize and filter out corrupted or
spurious transmissions.

The coded pseudonym follows the preamble and represents
the SU’s temporary identity in a privacy-preserving manner.
Each SU generates a fresh random pseudonym with no device-
specific information. Each pseudonym comprises 26 random
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Fig. 4. Pseudonym detection and reporting flowchart. The PU processes IQ samples to detect interference, demodulate and decode pseudonym bits, and log
interference reports in real time.

bits, encoded using a (31, 26) Hamming code [13]. This for-
ward error-correcting code supports single-bit correction and
double-bit error detection, adding robustness to pseudonym
detection capability.

The use of a 26-bit pseudonym has a balance between
scalability and reliability. Specifically, it limits the probability
of false positives during suppression. If a pseudonym consists
of K random bits and only one SU is transmitting, the
probability that a second SU coincidentally uses the same
pseudonym — at the same time, on the same channel is 2−K .
In our case, this corresponds to a false alarm probability of
2−26 ≈ 1.5 × 10−8. In the worst case, a non-interfering SU
is required to change channel due to a false alarm, but at this
low probability, it is a negligible cost.

At the PU, pseudonym packets are accepted only if they
pass two integrity checks:

1) Preamble Correlation: The receiver verifies that the
initial 7 bits match the expected m-sequence. Frames
failing this check are discarded.

2) Error Control Coding:. Hamming decoding corrects
and validates the encoded pseudonym bits. Only vali-
dated frames lead to writing to the interference database.

These layered validation steps ensure high pseudonym de-
tection accuracy, even under low-SNR conditions or when
multiple SUs transmit concurrently.

At the PU side, pseudonym detection and reporting follow
three steps (as shown in Figure 4):

1) Interference Detection via Adaptive Thresholding:
The PU continuously correlates incoming samples with
the OFDM packet preamble and applies an adaptive
peak-to-median thresholding rule—similar to CFAR
detection [14]—to distinguish OFDM signals from
noise. Detection is declared when peak correlation ≥
threshold factor×median correlation, where the thresh-
old factor begins at an empirically chosen value (4.5)
and adjusts dynamically based on recent detection out-
comes. This adaptive strategy enables StopSec to operate
reliably with a fluctuating noise floor and at low SNR.

2) Pseudonym Extraction and Validation: Once a signal
is detected, the PU isolates the pseudonym subcarrier
using an FFT or narrowband filter and estimates each

p-bit by correlating chip-level power values with the
known CPAM code. The recovered p-bits are assembled
into a pseudonym frame and validated using a 7-bit m-
sequence preamble, followed by a (31, 26) Hamming
decoder to correct single-bit errors and detect double-bit
errors. Only frames that pass these checks are accepted
as valid pseudonyms.

3) Interference Reporting: After decoding a valid
pseudonym, the PU records it with a timestamp and
channel and writes an interference report to the shared
database. This database serves as the feedback channel
for SUs. When an SU finds its pseudonym in the
database at a time and channel it used that pseudonym,
it infers that it caused interference and vacates that
channel. In our single-PU, single-channel experiments,
only the pseudonym and timestamp are required.

D. Database and Scalability

As the number of SUs increases, the database must remain
efficient in both storage and query latency. Let Us denote the
number of SUs, R the average number of reports per user, and
Sr the report size. Since StopSec is designed for scenarios
where interference is rare, R ≪ 1, and the database size is
D = Us × R × Sr = O(Us), indicating linear growth in the
number of SUs.

We implement the interference database using SQLite [15],
a lightweight embedded system well suited for frequent low-
overhead read operations. A time-to-live expiration mechanism
removes stale entries after a fixed time-to-live T0, and matched
pseudonyms are deleted immediately, preventing unnecessary
growth and reducing false positives. To support larger de-
ployments, multiple localized databases can be used to limit
geographic scope and reduce load.

Query latency depends on the number of concurrent users.
If Tb is the baseline response time and UQ is the number
of concurrent queries, the expected response time can be
approximated by Tresp = Tb(1 + ω(UQ − 1)) = O(UQ),
where ω is the constant factor for the computation overhead.
In practice, SQLite handles many concurrent reads efficiently,
while writes incur higher overhead. This asymmetry matches
our usage model: SUs perform frequent reads, whereas PUs
write only when interference is detected. Prior work [16] also



shows that SQLite performs competitively under concurrent
workloads, further validating its suitability for StopSec.

E. Security and Privacy

One of the key privacy features of StopSec is its use
of pseudonyms, which are random bit strings with no link
to device identity. Because they are freshly generated and
independent of the data payload, pseudonyms do not reveal
transmitter identity or increase the information exposed to
nearby observers. However, privacy threats can still arise. An
eavesdropper may demodulate a pseudonym and launch a man-
in-the-middle attack by relaying it to a malicious transmitter
near the PU. This could cause the pseudonym to appear in the
interference database and unjustly force the legitimate SU to
vacate the channel. Such attacks can be mitigated by checking
timestamp consistency in interference reports or using source-
localization techniques to identify active adversarial transmit-
ters.

The database also introduces potential vulnerabilities. An
attacker could inject fake pseudonyms or attempt to disable
the database. To protect integrity, StopSec employs role-based
access control, allowing only authorized PUs to write entries,
while SUs have read-only access. Secure, authenticated APIs
further prevent unauthorized modifications and provide trace-
ability. To guard against denial-of-service attacks, redundant
or distributed database deployments can improve availability.

III. IMPLEMENTATION

A. Experimental Setup

We deployed our experimental setup on the POWDER wireless
testbed [17] using four rooftop base stations. Each base station
is equipped with a National Instruments (NI) USRP X310
SDR and an associated compute node for transmission and
reception processing. Three of the base stations serve as
SUs, while the fourth functions as the PU. As illustrated
in Figure 5, SU1, SU2, and SU3 are located approximately
330m, 590m and 570m from the PU, respectively. All users
operate at a 3.385 GHz center frequency within the lower part
of the cellular C-band. Depending on the experiment, SUs
transmit OFDM waveforms on channel bandwidths ranging
from 1 MHz to 10 MHz, spanning from 64 to 256 subcarriers.
All system components — including watermark embedding,
pseudonym detection, interference database access, and SU
control — were developed in Python using UHD APIs for low-
level radio control and signal processing. This setup enables
end-to-end evaluation of StopSec’s performance in a large-
scale real-world outdoor deployment.

B. Pseudonym Watermarking Implementation

To explore the trade-offs between detection reliability and
data integrity, we implement two watermarking schemes: (i) a
full-band CPAM approach that distributes watermark energy
across all subcarriers, and (ii) a single-subcarrier CPAM
scheme, which we refer to as the StopSec approach, that
isolates pseudonym transmission to a dedicated subcarrier.
This allows us to experimentally quantify the benefits and

Fig. 5. Experiment map: SUs (SU1, SU2 and SU3) all interfere with the PU
(bottom middle).
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drawbacks of both strategies that we propose in StopSec, i.e.,
coded pulse amplitude modulation, and single subcarrier.

The code patterns in Figure 6 are representative variants
of our watermarking mechanism in (1). We selected these
examples to evaluate different code implementations with
ample chip-to-chip transitions and balanced amplitude levels,
allowing us to compare their pseudonym detection perfor-
mance.

In our experiment, each SU embeds one pseudonym bit
per data packet. Each OFDM packet contains 100 symbols,
with the number of subcarriers determined by the transmission
bandwidth. For example, a 2 MHz configuration uses 64
subcarriers: 48 data, 4 pilots, and 12 guard bands, with all data
subcarriers modulated using QPSK. We configure the OFDM
packets to begin with the high-throughput short training field
(HTSTF) symbols defined in 802.11n [18], which we leave
unwatermarked to preserve synchronization performance.

C. Pseudonym Reception and Reporting

We implemented pseudonym detection and reporting en-
tirely in Python, using the UHD Python API for interfacing
with USRP X310 SDRs—–prioritizing accessibility over ex-
ecution speed optimization. Still, this implementation runs in
real time on a Dell R430 server equipped with two Intel E5-
2630v3 8-core CPUs at 2.4 GHz.

D. System Configurations for Evaluation

To assess StopSec’s performance under diverse operating
conditions, we varied key PHY-layer parameters — including
subcarrier counts, bandwidths, and the number of interfering
SUs — as summarized in Table I.



TABLE I
SYSTEM CONFIGURATIONS IN STOPSEC EVALUATION.

Bandwidth Subcarriers Subcarrier Spacing Pseudonym Bandwidth Concurrent SUs

2 MHz 64 31.25 kHz 1 / 64 = 1.5% 1–3
5 MHz 128 39.06 kHz 1 / 128 = 0.8% 1–3

10 MHz 256 39.06 kHz 1 / 256 = 0.4% 1–3

1) Testing Across Multiple Subcarrier Settings: To evaluate
StopSec’s sensitivity to subcarrier allocation, we implement
three configurations under a fixed 2 MHz bandwidth: (i) a
single pseudonym subcarrier (31.25 kHz), (ii) two subcarriers
(62.5 kHz), and (iii) three subcarriers (93.75 kHz). When we
use more than one subcarrier in StopSec, we simply apply
the single-subcarrier coded pulse amplitude modulation to
each subcarrier in the OFDM packet identically. All other
transmission settings remain fixed. This setup helps assess the
trade-off between detection robustness and spectrum overhead.

2) Transmission Bandwidth and Subcarrier Configuration:
StopSec can be applied to OFDM signals of any bandwidth.
We tested StopSec under three bandwidth settings: 2 MHz,
5 MHz and 10 MHz, corresponding to 64, 128, and 256 OFDM
subcarriers, respectively. In all three configurations, a single
subcarrier is dedicated to pseudonym watermarking, and the
remaining subcarriers are allocated for data, pilots, and guard
bands. The choice of bandwidth affects the subcarrier spacing,
which is a critical factor for both watermark robustness and
data performance. For example, at 2 MHz with 64 subcarriers,
the subcarrier spacing is approximately 31.25 kHz, while at
5 MHz and 128 subcarriers, the spacing increases to 39.06 kHz.
Wider subcarrier spacing improves frequency-domain separa-
tion, enhancing watermark detection at low SNR, though it
may increase sensitivity to timing offsets at higher data rates.

3) Scaling to Multiple Interfering SUs: In the real world,
sometimes, a second (or third) SU will start interfering with
a PU before the system can shut off the first interfering SU.
StopSec must be able to handle this case. To evaluate this
scalability, we test StopSec with one, two, and three simul-
taneously active and interfering SUs. We use the experiment
setup shown in Figure 5. Each SU transmits with a unique
pseudonym but shares the same OFDM configuration. This
setup enables us to analyze decoding latency, and detection
reliability under increasing interference complexity. During
multi-SU experimentation, all SUs started transmitting at the
same time, and transmit OFDM packets continuously (without
pausing between transmissions). Testing situations in which
OFDM packets are spread out and interleaved with other users’
packets over time remains important future work.

IV. EVALUATION

In this section, we evaluate the performance of StopSec
through a series of experiments. Our goal is to quantify
how effectively the system can detect, identify, and suppress
interfering SUs in real time under various operating conditions.

Fig. 7. Probability of pseudonym bit error vs. Eb/N0 at the PU receiver,
comparing all-subcarrier CPAM (CM) and PAM watermarking schemes with
modulation index α of 20% or 30%.

Fig. 8. Probability of pseudonym bit error vs. Eb/N0 at the PU. Plots compare
all-subcarrier CPAM (CM, 20% and 30% modulation) vs. (single-subcarrier)
StopSec.

A. Performance of Watermarking Schemes

1) Evaluation of Code Modulation: We compare the
pseudonym detection capabilities of all-subcarrier CPAM and
PAM watermarking scheme of [9], [7]. Using the setup in
Figure 5, we transmit all-subcarrier watermarked OFDM sig-
nals and measure the pseudonym bit error probability at the
PU for each Eb/N0. We adaptively change the duration of the
experiment following [19] — the number of experimental p-
bits required to be experimentally transmitted is determined
from the theoretical p-bit error rate in [7] and a desired 99%
confidence level.

Figure 7 shows that all-subcarrier CPAM consistently out-
performs PAM by more than 2 dB. For example, at Eb/N0 =
−11 dB, CPAM achieves a pseudonym bit error probability
of 7× 10−4, while PAM requires Eb/N0 = −9 dB to achieve
similar performance.

2) Impact of Watermarking on Data Demodulation: To
assess the impact of watermarking schemes on the perfor-
mance of SUs, we evaluate the data bit error rate (BER)
under three transmission configurations: (i) unwatermarked



Fig. 9. SU OFDM receiver data BER vs. SU received Eb/N0, for α = 20%
all-subcarrier CPAM (CM), StopSec, and an unwatermarked OFDM signal.

OFDM (ii) StopSec watermarking (iii) 20% all-subcarrier
CPAM watermarking. This experiment quantifies the effect
of pseudonym embedding on data demodulation accuracy
on the secondary link. In StopSec, we watermark only the
dedicated pseudonym subcarrier using a modulation index
α = 1.0. We use 48 data subcarriers, 4 pilot subcarriers and 11
guard subcarriers. For each configuration, we transmit OFDM
packets over the secondary link and collect raw IQ samples at
the receiver. The receiver performs standard OFDM baseband
processing: symbol synchronization, channel equalization, 64-
point FFT, and QPSK demapping to recover transmitted data
bits. The experiment is repeated across a range of Eb/N0

values, which indicate the energy per data bit. To estimate
Eb/N0, we measure noise power by sampling the channel
(dedicated pseudonym subcarrier) when the transmitter is
idle, and compute signal power from received packets during
transmission. BER is computed by comparing received bits
with the known transmit bits and calculating the ratio of bit
errors to total bits received. To determine the number of data
bits to send in order to reliably estimate the BER, we use the
method of [19].

Experimental results shown in Figure 9 demonstrate that
StopSec does not degrade data demodulation at the secondary
receiver, whereas 20% all-subcarrier CPAM degrades perfor-
mance by up to 2 dB. This validates that StopSec does not
affect data demodulation at the secondary receiver.

B. End-to-End Latency Evaluation

We evaluate the total latency from the onset of interference
to the PU to the point at which the interfering SU is suc-
cessfully stopped. This measurement captures the complete
system response time, including: interference detection at
the PU, pseudonym decoding from the watermarked subcar-
rier, write and lookup operations in the remote interference
database, and delay until the SU query and stoppage of use
of the band. Timestamps are recorded at each stage of the
pipeline, enabling us to compute the total interference onset-to-
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Fig. 10. Stopping latency vs. SNR. When StopSec can detect interfering SUs
at lower SNR by using more (2-3) subcarriers.

suppression delay. This metric characterizes the responsiveness
of the StopSec system under realistic deployment conditions.

Using the experimental setup illustrated in Figure 5, we
evaluate the latency of the StopSec system. In this experiment,
SU1 acts as the interfering SU, while PU serves as the
PU monitoring the channel. We measure this latency across
different watermarking subcarrier allocations and SNR levels.
Figure 10 presents the results. The x-axis represents the SNR
in dB, and the y-axis shows the latency (in seconds), i.e., the
time it takes for StopSec to stop the SU from transmitting in
the band.

As shown in Figure 10, the single-subcarrier configuration
achieves an average latency of less than 270 ms when the
SNR exceeds −8 dB. In contrast, both the two-subcarrier and
three-subcarrier configurations maintain similar latency even at
lower SNR levels (−10 dB), demonstrating an improvement
in performance of approximately (2 dB). Further, the single-
subcarrier configuration has latency of 150 ms at −6 dB
SNR. Most of this latency is due to the duration of the
pseudonym packet, which is 137 ms for these settings. These
results indicate first that a single subcarrier StopSec system
can reliably detect and stop interference caused by a SU within
270 ms, even when the interference is 8 dB below the noise
power. Further, the results show how StopSec could be adapted
to even lower SNR scenarios by adding additional subcarriers
— 2-3 subcarriers allow detection with 2 dB less SNR.

C. Impact of SU Transmission Bandwidth

To be incorporated into future spectrum sharing systems,
StopSec must work with secondary systems that operate
across a wide range of RF bandwidths. We contend that
pseudonym detection and SU stopping performance is primar-
ily determined by the pseudonym subcarrier bandwidth. To test
this, we evaluated StopSec under three different transmission
bandwidths - 2 MHz, 5 MHz, and 10 MHz - using 64, 128,
and 256 subcarriers, respectively, in order to keep the sub-
carrier bandwidth relatively constant. In all configurations, a
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Fig. 11. Latency vs. SU signal bandwidth and number of OFDM subcarriers.

single subcarrier is allocated for pseudonym transmission, thus
the pseudonym bandwidth overhead is approximately 1.5%
(2 MHz), 0.7% (5 MHz), and 0.4% (10 MHz).

As shown in Figure 11, StopSec maintains robust interfer-
ence detection and suppression performance across all band-
width settings. Notably, the 5 MHz configuration demonstrates
slightly superior performance compared to the 2 MHz case.
This can be attributed to the somewhat larger subcarrier
spacing in 5 MHz (39.06 kHz) compared to the 31.25 kHz
subcarrier spacing in the 2 MHz setting.

However, in the 10 MHz configuration, we observe an
increase in latency under high SNR conditions (above −9
dB). We determined that this degradation is due to the
larger sampling rate required for processing 10 MHz transmis-
sions, which increases the data throughput and computational
complexity. At some rate, our real-time implementation of
StopSec drops some samples, and thus pseudonym packets,
before detection. This performance bottleneck is likely not
a fundamental limitation, but an artifact of the low-compute
implementation. It can be mitigated by deploying a more
efficient detection algorithm or increasing processing resources
at the primary receiver.

The results indicate that StopSec can be used across a range
of SU signal bandwidths. Further, the required watermarking
overhead decreases as a percentage of transmitted signal as
the bandwidth increases, but StopSec performance remains
approximately constant.

D. Stopping Multiple Interfering SUs

1) Evaluation of Latency Under Varying Number of Inter-
fering SUs: In real-world deployments, multiple SUs may
interfere with a PU before the first can be shut down. To
evaluate StopSec’s scalability, we test scenarios with one,
two, and three concurrently active SUs using the setup in
Figure 5. Each SU randomly generates pseudonym packets
while sharing identical OFDM settings. For each SNR value,
we measure the latency under three conditions: (i) only SU1
transmitting, (ii) SU1 and SU2 transmitting, and (iii) all
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Fig. 12. Latency to stop all SUs vs. SNR and number of interfering SUs.

three SUs transmitting. In all cases, the PU runs the same
detection pipeline—monitor the channel, decode pseudonyms
upon detecting interference, and write the interference report
to the database.

Figure 12 presents the latency results. As expected, latency
increases as more interfering SUs become active. This is due
to two factors: (i) pseudonym decoding becomes harder with
overlapping interference, and (ii) the PU sequentially identifies
and stops SUs one at a time. The single-SU case yields the
lowest latency, followed by the two- and three-SU cases.
Across all settings, latency is measured from the moment
interference first arrives at the PU until all interfering SUs
are shut down.

Despite the added complexity, latency remains below ten
seconds for all three scenarios when the SNR is at least
−10 dB, demonstrating the system’s robustness and real-time
responsiveness under moderately degraded conditions. During
the experiment, SU1—whose signal is strongest at the PU—
was consistently detected and mitigated first, followed by SU2
and then SU3. Interestingly, SU3 was stopped last despite
being physically closer to the PU, owing to higher channel
loss. This confirms that StopSec prioritizes SUs based on
interference impact rather than physical proximity.

2) Probability of Pseudonym Packet Detection: Figure 13
presents the probability of successful pseudonym packet de-
tection at the PU under two different interference scenarios:
a single interfering SU and three concurrent interfering SUs.
The y-axis denotes the probability of detection, while the x-
axis represents the SNR at the PU in dB. As expected, the
detection probability is consistently higher in the single-SU
scenario compared to the three-SU scenario. This is due to
increased interference in the presence of multiple concurrent
transmissions, which degrades the PU’s ability to reliably
decode pseudonym packets.

In our context, a pseudonym packet is considered success-
fully detected only if it is transmitted by a SU, correctly
decoded by the PU (including detection of the preamble and
passing of the forward error correction check), logged in the



Fig. 13. Probability of pseudonym packet detection vs. SNR, comparing one
interfering SU and 3 interfering SUs.

Fig. 14. Avg. database response time vs. concurrent connections.

remote database, and subsequently queried and matched with
the local database, enabling timely suppression of the inter-
fering SU. The observed degradation in detection probability
under multiple interfering SUs highlights that it would likely
take somewhat more time to suppress an interfering SU when
multiple SUs are simultaneously interfering.

E. Database Scalability Evaluation

To evaluate database scalability, we benchmark performance
using Apache Bench [20], measuring response time under
varying levels of concurrent requests. Figure 14 shows latency
trends for both read and write operations as concurrency
increases. As expected, write latency grows significantly be-
cause SQLite allows only a single writer at a time, forcing
concurrent writes to serialize. In contrast, read operations
scale efficiently: even with 104 simultaneous read requests, the
average response time remains below 200 ms. This behavior
aligns well with our system workload, where PUs write only
when interference is detected—an infrequent event—while
SUs primarily issue read queries to monitor channel status.
Consequently, the read-dominant access pattern in StopSec
leverages SQLite’s strengths, ensuring that the database re-
mains scalable and does not become a performance bottleneck
even as the number of SUs increases.

V. RELATED WORK

Maximizing radio spectrum efficiency and control is a
priority for spectrum policy, radio science, and the wireless

industry. There have been substantial advances in wireless
technology and regulation, enabling more flexible use of
shared bands. In this section, we summarize existing inter-
ference mitigation techniques used in spectrum sharing.

RFI Detection and Suppression Schemes: Traditional
interference mitigation at passive receivers relies on receiver-
side RFI detection and suppression, also known as “unilateral”
mitigation [21]. Receivers filter, excise, or cancel to reduce
interference [22], [23], [24], [25]. These approaches require
no transmitter participation but degrade in high-occupancy
environments and struggle with unknown or time-varying
channels, especially at low SNR.

Power Control Schemes: Power control enables spatial
reuse by keeping transmitted power below interference thresh-
olds defined by the ITU [26], [27]. While effective, power
control can be overly conservative when based on imperfect
channel models and is typically combined with other sharing
mechanisms.

Cooperative Spectrum Sharing: Cooperative sharing—
involving coordination among incumbents and new entrants—
is essential for meeting demand across commercial, scientific,
and federal uses [28]. Coordination allows opportunistic access
to incumbent bands [21], [29], and existing systems focus
primarily on ex ante prevention [1].

However, any channel model will sometimes be far off. If
we must ensure that interference only exceeds a threshold
5% of the time, we need 16 dB extra margin compared to
the channel model’s predicted received interference power,
assuming the channel model of [30]. But if we can tolerate
interference only 0.01% of the time, we need 37 dB margin.
The additional 21 dB margin results in the area of exclusion
being multiplied by a factor of 25, or equivalently, 96% of the
possible sharing area being unused. Ensuring extremely rare
interference leads to extremely inefficient spectrum sharing.

Future systems must mitigate harmful interference when it
occurs. StopSec contributes to this direction by providing a
closed-loop mechanism that detects, identifies, and suppresses
interfering SUs in real time.

Automated Frequency Coordination (AFC) and Spec-
trum Access System (SAS): The AFC mechanism enables
unlicensed operation in the 6 GHz band [31], [4], while the
SAS manages the CBRS band (3550–3700 MHz) [32]. Neither
sharing system can identify the specific interfering device
when interference occurs [33], so both prevent interference to
incumbents with location-based exclusion zones derived from
conservative propagation models [34], [35], [36]. In the CBRS
band, interference to incumbents has never been reported [37],
which is said to indicate that models are far too conservative,
reducing sharing efficiency [37], [38].

Reactive Interference Control: Reactive systems respond
to real-time interference measurements. For example, the
ASTRA framework [6] provides feedback to SUs based on
measured aggregate interference power but cannot identify the
specific interferer. StopSec complements this work by enabling
per-transmitter accountability through passive PU sensing, RF
watermarking, and distributed reporting.



VI. CONCLUSION

StopSec provides a practical and scalable mechanism for
dynamic spectrum sharing, enabling real-time detection and
suppression of interfering SUs while requiring only a small
fraction of SU bandwidth (e.g., 0.4% in a 10 MHz channel)
and without degradation to SU communications. StopSec
precisely targets only interfering SUs rather than relying on
broad exclusion zones. Its low-rate CPAM watermark remains
detectable even when SU interference is 10 dB below the
PU’s noise floor, even in time-varying channels, and supports
suppression of multiple overlapping interferers. Our imple-
mentation on the POWDER testbed with one PU and three
SUs demonstrates feasibility and aligns with emerging cloud-
based coordination frameworks such as CBRS’s SAS and the
6 GHz AFC. By enabling closed-loop feedback to shut off
infrequent SU interference when it occurs, we can dramatically
improve the efficiency of the next generation of spectrum
sharing systems.
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